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Head Chair: Hello! My name is Jack Liston, and I am your head chair for this committee. I am 
16 years old and a Junior at Laguna Beach High School. This is my third year in MUN and my 
second time chairing a committee. I am this year’s Middle School MUN coordinator, teaching 
Model United Nations at the middle school. Outside of school, I enjoy learning about 
mathematics and economics, as well as spending time with friends and family. I joined MUN 
because I wanted to become a better speaker and soon realized how amazing the Laguna Beach 
program was. 
I look forward to meaningful discussions during the committee sessions. 
Please feel free to reach out with any questions or concerns via email at jack.liston@lbusd.org. 
 
Vice Chair: Hello, delegates. My name is Logan Marshall, and I am a sophomore at LBHS and a 
second-year MUN student. I will serve as your vice chair on the LBIMUN committee this year. I 
have a passion for international relations. During my tenure in this program, I have gained new 
insights into how the United Nations operates and remained informed about major geopolitical 
issues worldwide. When I’m not in the classroom, some of my favorite activities include 
listening to music, traveling, and cooking. I am excited to meet all of you and hope to make your 
experience at LBIMUN a pleasant and memorable one! If you have any questions regarding our 
committee, please don’t hesitate to contact me at logan.marshall@lbusd.org. 
 
 
Legal:  Hello and welcome to LBIMUN! My name is Cade Chaldu, and I will be your legal 
representative for this committee. I am a current Freshman here at Laguna Beach High School, 
and this is my first year doing MUN. So far, I have really enjoyed it! MUN drew me in because I 
was eager to learn more about global policies, refine my public speaking skills, and stay 
informed about international relations and current issues. When I am not in the classroom, I 
enjoy activities such as playing water polo and flying. I am extremely looking forward to 
meeting all of you and seeing the success of our committee. If you require any additional 
information, please don't hesitate to contact me via email at cade.chaldu@lbusd.org.  
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I.​ Background (Logan):  
As digital technologies have continued to evolve, the structure of transnational 

crime has also changed, adapting to these advancements. While global connectivity has 
been a positive outcome of these technological advancements, those who use technology 
for malicious purposes have exploited it, leading to the emergence of sophisticated online 
black markets that facilitate illegal trade across borders. These digital networks operate 
through encrypted networks and anonymous payment systems, allowing criminals to 
evade law enforcement standards more easily than ever before. As a result, illicit goods 
and services are now being exchanged at a higher frequency than ever before, and in a 
manner that is also more difficult than ever to stop.  

Transnational digital crime has become a significant concern for international 
security due to its ability to sustain and expand previously geographically limited illegal 
markets. Online black markets function as hubs for illegal products like human 
trafficking and illicit substances. The anonymity that the internet provides, shielding both 
traffickers and buyers, has increased demand for illegal products, as many people who 
would not have previously considered buying such products are now emboldened to do 
so.  

Many of these illegal markets are located in regions facing economic hardship and 
limited regulatory capacity from the governing bodies of the states in which they operate. 
The exploitation of governments’ lack of digital oversight, which is necessary to curb the 
spread of illicit goods, is also a concern. While many of these illegal operations originate 
in countries with weaker security, the products are then moved to countries with stronger 
cybersecurity and wealthier clientele. This new approach to targeting wealthy client bases 
in more developed countries has increased the financial incentive for traffickers, with 
these markets generating billions of dollars annually. The profits from these exploits are 
then reinvested into other forms of organized crime, further destabilizing developing 
nations and their authority.  

The international community faces significant challenges in addressing 
international digital crime due to uneven technological infrastructure in many developing 
nations, where it is most prevalent. While some nations possess the resources required to 
build advanced cybercrime monitoring units and systems, many lack the necessary 
resources to detect these black markets, let alone initiate a counteroffensive against them.  

As online black markets continue to evolve along with technology, the solutions 
the international community must create also evolve. Addressing this issue falls within 
DISEC's mandate because transnational digital crime undermines global security 
structures and weakens the security of the nations where it occurs. 
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II.​ UN Involvement (Jack): 
The UN as a whole, including DISEC, has made many efforts to combat digital 

crime, especially as it has become increasingly prevalent throughout the world. 
Perhaps one of the best examples of UN collaboration is the 2013 UNODC 

Global Program on Cybercrime, which was designed to “assist Member states in their 
struggle against cyber-related crimes…” Here, the UNODC focuses on four pillars: 1. 
Defining legal frameworks and providing legislative frameworks. 2. Prevention and 
Awareness-raising. 3. Helps bridge the international gap between countries, and 4. Assists 
law enforcement, prosecutors, and digital forensics professionals, often through training 
or resource provision. This UNODC program is headquartered in Austria, although it has 
regional offices that cover many countries and work with them. For example, the West 
and Central Africa office covers over twenty cooperating countries within Africa. This 
program has key partnerships with Interpol, SWFfL (a not-for-profit NGO that helps 
make technology safe), and Tether (a crypto stablecoin holding company), which support 
its work to some extent. Working with private partners, like Tether in 2026, is especially 
notable. This initiative with Tether aims to strengthen cybersecurity, prevent 
crypto-related scams and fraud, and support financial transparency across Africa. Tether 
will specifically help in these goals by contributing technical expertise, including 
blockchain tools and data, which naturally complement the UNODC’s current 
cybercrime-fighting capabilities. 

In 2024, the General Assembly adopted the UN Convention against Cybercrime, 
which is the “first enforceable treaty on cybercrime available to all UN Member States.” 
This convention balances crime prevention and crime control with due process and 
human rights. This convention defines 11 forms of cybercrime and a standard for 
investigating a relatively new and uncharted area of crime. 

As part of multiple resolutions and investigations, the UN has ordered multiple 
reports associated with cybercrime, including the 2024 United Nations Counter-Terrorism 
Centre (UNCCT) and the United Nations Interregional Crime and Justice Research 
Institute (UNICRI) joint report on “Dark Web and Cyber-Crime-as-a-Service and its 
impact on cyber-enabled terrorism.” This report explored the intricacies of modern-day 
cybercrime amid an ever-increasing threat, to be used by law enforcement agencies 
worldwide to combat cybercrime in their own countries. 

Similarly, in the UNODC’s 2020 World Drug Report, a key focus was on drug 
trafficking over the darknet. This report highlights the use of encrypted online 
technologies as they rapidly evolve, as it pertains to evading law enforcement. The report 
claims that a large portion of the drug market has moved online. Granted, this was written 
during the pandemic, when nearly all interaction was conducted online. However, many 
reports do confirm that this trend wasn’t only for a short period during COVID but is 
instead a permanent trend where, even today, much of today’s drug transactions take 
place, at least in some way, online. 
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III.​ Positions (Cade): 

Western: The Western Bloc has taken significant steps to combat transnational digital 
crime and the growth of online black markets through legislation and international 
cooperation. In addition, Western governments regularly conduct joint international 
operations to combat illegal marketplaces and arrest cybercriminals (FBI, 2024). The 
European Union has strengthened cybercrime regulations and law enforcement 
coordination through agencies such as Europol. The United States has enacted laws 
targeting online fraud, darknet marketplaces, and cryptocurrency-enabled money 
laundering. These countries emphasize strong regulatory frameworks, cross-border 
cooperation, and partnerships with the private technology sector. 
 
Eastern: The Eastern bloc has become increasingly active in addressing transitional 
digital crime, particularly due to concerns over national security and economic stability. 
Several countries in this group have invested in cybersecurity infrastructure and increased 
state oversight of digital platforms. While some Eastern nations support international 
cooperation against black markets, others prioritize digital sovereignty and domestic 
control. 
  
Latin: Latin American countries are increasingly impacted by transnational digital crime, 
as online black markets are frequently used for drug trafficking and money laundering. 
While recognizing the severity of the issue, many states in the region face limitations in 
cyber enforcement capacity. As a result, this bloc often emphasizes international 
assistance and capacity-building efforts to strengthen digital crime prevention. 
 
Pacific: Pacific nations have expanded their efforts to combat online black markets 
through regional cooperation and partnerships with international organizations such as 
the United Nations Office on Drugs and Crime (UNODC). These initiatives focus on 
strengthening legal frameworks and addressing the cross-border nature of digital crime. 
Smaller Pacific states in particular highlight the need for technical support and training. 
 
Muslim: Muslim-majority countries have increasingly recognized the threat posed by 
transnational digital crime and online black markets, particularly in relation to financial 
fraud and cyber exploitation. Some states have implemented educational and regulatory 
initiatives promoting ethical digital behavior. However, limited resources and 
enforcement challenges have hindered the effectiveness of more extensive cybercrime 
measures in certain countries.  
 
African: African nations collectively recognize the growing threat of transnational digital 
crime, including cyber fraud and the use of online black markets for illicit trade. While 
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some countries have developed national cybersecurity strategies, many continue to face 
resource and capacity constraints. As a result, this bloc emphasizes the importance of 
international cooperation, regional coordination, and sustainable capacity-building 
solutions.  

  
IV.​ Questions to Consider (Cade):  

 
1.​ How can the international community improve cross-border cooperation to 

effectively investigate and dismantle transnational digital crime networks? 
2.​ What role should international organizations play in regulating and monitoring 

online black markets while respecting national sovereignty? 
3.​ How can governments address the use of cryptocurrencies and other discreet 

technologies in facilitating illicit online transactions? 
4.​ In what ways can states strike a balance between cybersecurity enforcement and 

the protection of privacy and freedom of expression online? 
5.​ How can capacity-building and technical assistance be provided to states with 

limited cybercrime enforcement capabilities? 
6.​ What responsibilities should private technology companies and digital platforms 

have in preventing the growth of the online black market? 
7.​ How can existing international legal frameworks be strengthened or adapted to 

keep pace with rapidly evolving forms of digital crime?  
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AI Truth and Trust Statement 
 
🚫 I did not use AI in this assignment 
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